Chapter 2
Reliability Metrology

Abstract In this chapter, first, reliability is defined. Then, different ways of
modeling reliability are discussed. Empirical models are based on field data and
are easy to use. Physical models address a certain failure mechanism and are used to
predict wearout. Physical models may be either analytical or they may be run by
computer simulations. Other useful information on reliability may be obtained
by testing either test vehicles or entire products. Comparing the test results with
the test results obtained, when testing similar items with field data, gives a quite
good idea on which kind of field reliability performance should be anticipated.
Interconnection reliability must also be taken into account when checking the
reliability of a component. Many times, the actual component may not represent
a large risk, whereas solder interconnection may create risks that need to be
mitigated. In the end of this chapter, some statistical distributions are discussed.
Especially, practical advice on how to use Weibull distribution is revealed.

2.1 The Definition of Reliability

Reliability may be defined in several ways. The definition to be used here is the
commonly used definition adapted from [1]:

Reliability is the probability that an item operating under stated conditions will survive for a
stated period of time.

The above definition has its roots in military handbook MIL-STD-721C [2]
and is valid for nonrepairable hardware items. The “item” may be a component,
a subsystem, or a system. If the item is software instead of hardware, the definition
will be somewhat different [3].

2.2 Empirical Models

Component-level reliability analysis conventions have their background in the
military and space industries. As the components used in these applications were
clearly safety critical, it was necessary to create qualification criteria and reliability
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prediction methods [4]. These reliability prediction models were typically based
on large field failure databases. The empirical models give a generic estimate for a
certain component or technology. Although also being based on empirical data,
the effect of field environment was taken into account by “factors” responsible for
the degradation effects related to temperature, voltage, or some other stress factor.
The temperature dependence was taken into account by the so-called Arrhenius
equation [5] that was originally developed when modeling the rate of chemical
reactions.

However, although since the early 1970s the failure rates for micro devices have
fallen approximately 50% every 3 years [6] and the handbook models were updated
on the average every 6 years, the models became overly pessimistic. Finally,
in 1994, the US Military Specifications and Standards Reform initiative led to the
cancellation of many military specifications and standards [7]. This, coupled with
the fact that the Air Force had redirected the mission of the Air Force Research
Laboratory (the preparing activity for MILHDBK-217) away from reliability,
resulted in MIL-HDBK-217 becoming obsolete, with no government plans to
update it.

The cancellation of MIL-HDBK-217 was by no means the end of empirical
models. Several similar kind of handbooks still exist, such as Bellcore Reliability
Prediction Procedure [8], Nippon Telegraph and Telephone (NTT) procedure [9],
British Telecom Handbook [10], CNET procedure [11], and Siemens proce-
dure [12]. The predicted failure rates originating from different standards may,
however, deviate from each other [13]. Empirical models can, in principle, also
take into account early failures and random failures, which is not usually the case
when considering physical models. Empirical models are also easy to use.

2.3 Physical Models

Each physical model [14, 15] is created to explain a specific failure mechanism.
First, the testing is performed, the failed samples are analyzed, and the root cause
for the failures is discovered [16]. Then, a suitable theory that would explain the
specific failure mechanism is selected and used to calculate the acceleration factor
and the predicted meantime-to-failure (MTTF) value. This means, that the acceler-
ation factor relevant to the failure mechanism is not usually known prior to the
testing and analysis of the root cause.

Physical modeling may be based either on an analytical model or on finite
element analysis (FEA) simulations. Physical models are most widely applied in
solder joint fatigue modeling. Some other phenomena that have been studied by
physical models are electromigration [17], and other thermally induced failure
mechanisms [18]. When applying physical models, it is possible to study the
effects of material properties, dimensions, and field environment. The problem
lies in the large parameter sensitivity of these models. Many models are applying
exponential or power equations. The generic solutions to second-order differential
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equations, usually solved by running FEA simulations, are of exponential type.
Therefore, even slightly inaccurate parameter values may result in tremendous
errors. Despite this fact, proper error estimates are given far too seldom, although
some examples of this do exist [19, 20].

Another aspect that may possibly degrade the level of confidence toward pre-
dictions based on physical models is the fact that the models are developed in a
well-controlled laboratory environment and there is little reliability data originated
in a real field environment [21]. Presently, there are still situations in which no
model that would explain the failure mechanism encountered can be found. In those
cases, no prediction based on physical models can be given. Physical models
usually address to wearout phenomena and, therefore, are of little value if early
failures or random failures are in question. The exception to this is overstress events
that can be analyzed by stress—strength analysis. Also, methods to assess early
failures of defective subpopulations are being developed [22].

2.4 Reliability Information

As discussed earlier in this chapter, there are different ways to estimate the
reliability of microsystem components. In order to be able to evaluate the useful-
ness of such estimates, there should be some key criteria selected for this. One key
issue is how much we can rely on the reliability data. Reliability prediction with no
correlation to the actual field performance is of little value. It is also vital that the
data are available at times when it is useful. After its service life, it is possible, at
least in theory, to know exactly the reliability performance of a certain component
population. However, this information may not be very useful, as the components
have already failed and there is no means anymore to affect the retrofit costs.
Therefore, timely information that is based on the best knowledge available
would be most desirable for the majority of engineering purposes.

In Fig. 2.1, some reliability information sources are judged based on the two
aforementioned criteria: the level of confidence on the reliability information and
the time span when the information is available. The graph may be somewhat
subjective but should still be quite illustrative. The ranking of the methods based on
the level of confidence may be open for discussion. The term “level of confidence”
is used here loosely to describe how accurate or trustworthy the information is.
Level of confidence should not be confused with the confidence limits or confidence
intervals that have exact definitions in statistics.

When a component is selected for use in a design, the first indication of its
reliability can be based on similar item data. If a similar component has already
been used for several years, it is probable that in-house field failure databases can
estimate the forthcoming reliability of the introduced component. If the component
has not been utilized in a similar product, it is still possible to obtain some generic
estimate of its reliability based on the handbooks discussed earlier. However,
it should be noted that such information might be based on out-of-date data.
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Fig. 2.1 Reliability information sources: the level of confidence of the information and the time
when the information is available

If there is no field data available, physical modeling may also give an initial
estimate. Physical modeling is comprised of the utilization of a suitable analytical
model and/or a computer simulation analysis. As physical modeling without
calibration information may not be very accurate, it is expected that in-house
field data in the initial phase would be superior to physical predictions in terms of
level of confidence. However, if the generic handbook values are based on old data,
the physical models may give a more accurate lifetime prediction.

Only after the reliability testing has been performed is it possible to improve the
quality of reliability predictions. The physical models can utilize the test results
as an input (calibration data). After this, a more accurate lifetime prediction for
the component can be obtained. Moreover, after the test has been concluded, it is
possible to compare the test results of the component to similar items that have been
tested in the same way and whose field failure data are available. This enables the
reliability prediction to be based on concrete data; if the component has performed
in the same way as the reference item, it is also probable that the component studied
will have approximately similar field reliability behavior. If the component has
performed worse than the item on which field data exist, it is expected that the field
reliability performance will be somewhat worse than the reference, and vice versa.

The test itself also gives valuable information. If some early failures occur in a
test it is a clear signal that there will most likely be early failures in the field as well.
This is very important information, which may be very difficult to obtain unless one
actually tests the component. Physical models usually predict the wearout of the
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components only and, therefore, may be of little value when it comes to predicting
early failures. The exception to this is overstress events that can be analyzed by
stress—strength analysis. Empirical models may be better at taking early failures
into account. However, currently, they are not updated very often and, there-
fore, may be either pessimistic or they may not contain information on the new
component type at all.

The shape of the test data curve resembles the bathtub curve used commonly
within the reliability community. The early-failure, random-failure, and wearout
regions are easily recognizable. However, as the level of confidence — instead of
hazard rate — is the parameter monitored, it is expected that the shape of the curve
deviates somewhat from the conventional bathtub curve. The occurrence of early
failures in a test environment is a relatively reliable indicator that real concerns in
the field environment are likely to take place. As the test continues, and failures
occur, it may be more difficult to predict if these failures are going to be induced
also by the real environment during the life span of the component. The random-
failure region obtains a relatively small level of confidence value as it is expected
that only a minor share of component population is going to fail during this period
of time. After wearout phenomena start to occur, the confidence level is expected to
rise again. This time, the level of confidence is, however, less than in case of early
failures, as more time has elapsed since the test started. Therefore, it is more
difficult to estimate if failures due to wearout are going to be recorded during the
life span of the component.

Despite the lack of information on early failures, many times they are respon-
sible for the majority of field failures. This is especially true when it comes to
consumer products, whose expected lifetime of use is limited, and therefore,
wearing out of components is not very probable. Early failures are due to design
bugs, manufacturing faults, and quality problems. After the early-failure period in
testing, there is usually a period of time, during which not many failures occur. This
is often called the “random failure” section of the bathtub curve. As only a minor
share of the equipment fail during this period, the level of confidence is usually low
due to the limited number of failure observations. In order to gain an acceptable level
of confidence, thousands of items should be tested [23]. This is, however, in conflict
with the number of test items usually available and the limited test resources.

As discussed earlier, the information on the wearout period during the test can be
used as input data for other prediction methods. After the product has been launched
in the field, field failure data starts to accumulate. Ideally, field data would be the
most accurate source of reliability information. Unfortunately, the field data may
not always be very useful for reliability engineers. There are several reasons for
this. The failure analysis is not always thoroughly performed. This is due to the fact
that the primary interest of the repair personnel is to repair the product, not to
analyze the cause of failure. The field data also contains some failures that are not
actually due to the inherent reliability level of the components.

These failures include, for example, misuse of the product. Of course even this
kind of information may be valuable, if it is considered that improving the durability
of the product is needed. Also, the load history of the failed component is
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usually lacking, which makes it difficult to understand how the failure was actually
initiated. Despite these words of caution, much can be gained if field failure data are
utilized effectively. If constantly monitored, the field failure data can provide useful
information on subjects of improvement. Improvements based on field data can
usually be implemented during the lifetime of the product. However, field data are
valid only for a limited time. Technological advances are mostly responsible for this.
It may be that the reliability performance of the component improves very much
when the technology gets more mature. This has occurred in conjunction with
integrated circuit technology, where constant improvements take place. According
to MILHDBK-217 version A, a 64-kB RAM would fail in 13 s [24].

This very pessimistic prediction is a most unfavorable example of empirical
models. Nowadays, the RAM capacity is several thousand times larger than in
the example given, and still, RAMs are not considered as reliability concerns.
Another cause for field failure data becoming obsolete is the fact that components
and component technologies have a natural life span. Due to the technology-
obsolescence cycle, technologies will be replaced by some other technologies,
and therefore, reliability estimates using the old technologies are of no interest.

Figure 2.2 shows a new interpretation of stress—strength distribution of a product
population. The overlapping part describes the probability for the product failures
and the strength of the product will gradually degrade (aging).

Figure 2.3 shows a typical approach to product total failure estimates in time, with
constant component hazard rate. The failures are based on randomly failed individual
products that could be a result of quality variation within the product population.
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Fig. 2.4 Product failures-
in-time (FIT) caused by
component intrinsic and
interconnection failures.
Material and system aging
mechanisms are involved

Random failures

It gives somewhat adequate estimates of product failures, especially when the
product component set is based on mature technology, the usage environment will
be quite the same, and the stress levels do not exceed the strength of the product.
In order to make reasonable credible predictions, the new system must be similar to
well known existing system without involving significant technological risks.

However, if any of the components hazard rates starts to increase during the
design lifetime of the product, the constant hazard rate approach is not relevant
anymore. In practice, the total hazard rate is a sum of a time-independent constant
hazard rate and a time-dependent increasing hazard rate with infant mortality region
included. So the product hazard rate would look more like the so-called bathtub
curve shown in Fig. 2.4. The component intrinsic failures will increase in time,
which will increase the hazard rate. If the total product hazard rate is presented,
the other failure modes, e.g., the interconnection failures, should be included. This
addition increases the hazard rate even further.

2.5 Interconnection Reliability

In this section, interconnection reliability theories are introduced. The general
reliability theories are utilized for this. Figure 2.5 shows different approaches to
component reliability, where the component intrinsic and its second-level elements
are shown. Approach 1 is the most often used approach, where only the component
intrinsic failures are taken into account. These failures include the failures at an
IC level as well as a component packaging level.

Approach 1 does not cover the failures caused by second level interconnections,
namely, the solder joints or mechanically pressed joints. This approach is relevant
for components with robust interconnections. In such systems, the reliability of a
component, R, is written simply as:

R = Rcomponenu 2.1

where Reomponent 18 an intrinsic reliability of the component.
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Fig. 2.5 A diagram representation of different approaches (1-3) of component reliability, divided
to component intrinsic (Rcomponent iNtrinsic) and its second-level interconnection elements (Riy,).
O and M denote to the amount of elements to work to maintain the functionality of the system

Approach 2 takes into account the reliability of the second level interconnections.
This approach is applicable for components whose second level interconnections are
one of the main failure sources. The reliability equation for a component is then
written:

R = Rcomponent X Rintconnection; (22)

where Rjnerconnection 15 the reliability of the second level interconnections of the
component.

Approach 3 is based on Approach 2, but a redundancy of the interconnection
elements is shown in detail. This is usually the case with many current component
technologies, e.g., processors, where the supply voltage and ground are divided into
many subnets. This is done to ensure the thermal and the electrical stability of a
component. In spite of that, the most important interconnections, the signal inputs
and outputs, do not usually have redundancy. The reliability function of a non-
redundant interconnection element of Approach 3 is written as:

M
Rimerconnection == (Ri, interconnection)a (23)
i=1
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where M is the number of the interconnections, R;interconnection 1S @ reliability
of particular nonredundant interconnection element. The redundant part of
Approach 3, where the interconnection elements are in parallel, can mathematically
be described as:

M

Rinterconnection =1~ H (1 - Ri,redundam_imerconnection); (24)
i=1

where M is the amount of parallel interconnection and R, redundant_interconnection 15 the
reliability of each redundant interconnection element. In the redundant solder joint
system, there are multiple joints that have the same function in the system to
improve the long-term stability and reliability of the system. In such systems,
there is M pieces of interconnections of which a fraction of interconnections,
denoted as O, must work to maintain the function of the system. This is referred
to as an M-modular redundant system, which can mathematically be described as:

0-1 e i s
RO/M =1- ZO {m} Rimerconnection(l - Rimerconnection) ) (25)

where Rjnerconnection 1 the reliability of each interconnection element. In practice,
every solder joint has its individual failure expectation, which would make the
reliability calculation very complex in the M-module redundant systems. In spite
of that, (2.5) gives more realistic reliability expectations for redundant systems
than the conservative reliability equations for interconnection elements. Figure 2.6
shows the reliability of a redundant system as a function of reliability of each
interconnection element, by using (2.5). There are ten solder joints in parallel.
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Fig. 2.6 Reliability of a redundant interconnection system as a function of the reliability of the
interconnection elements. The interconnection system has ten interconnection elements in parallel,
of which a fraction must work to maintain the function of the whole system. 2/10, 4/10, 6/10,
and 8/10 fractions are shown
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To achieve 90% reliability in the solder joint system, when two out of the ten solder
joints must work to maintain the function of whole system, the reliability of
one solder joint should be at least 34%. With the eight out of ten scenarios, the
reliability of each solder joint should be at least 88%. As a reference, when ten
solder joints are in series with respect to the reliability, a 98.95% reliability of
each solder joint would be needed for 90% overall reliability.

2.6 The Levels of Interconnections

There are numerous failure mechanisms involved in electronic systems, which
can be roughly divided into hardware- and software-related failures and failure
mechanisms. The hardware failure mechanisms are numerous, where one of the
most common hardware failure mechanisms is related to component failure.
Furthermore, the component failures could be divided into component intrinsic
and component interconnection (extrinsic) failures.

Microsystems are made of different levels of components or subassemblies and
their connections to each other. The amount of connections reduces when getting
closer to the system level, as can be seen from Table 2.1. A closer look would result
in about 10'° subelements and interconnections within a typical digital electronic
system. In practice, it would be impossible to accurately predict the reliability of
such systems in every packaging and interconnection hierarchy level. Despite that,
the total reliability concept should consist of every reliability element of the system.
Here the emphasis is on the second level interconnections, and in more detail in the
solder joints.

The typical solder joint count in a digital electronics board is between 10* and 10°.
Failure in any of the solder joints will degrade the functionality of the product or in
the worst case stop its function entirely. So there are up to 10° failing elements in the
digital product, which are usually left out of the risk analyses. In the most straight-
forward designs, where no redundancy is used, the failure in any of the components
or their connections will lead instantly to system failure. In current electronic
devices, this vulnerability has been taken into account, and enough redundancy
has been applied to maintain the product function at least for the designed lifetime.

Table 2.1 Packaging and interconnection hierarchy and examples

Level Description* Example Amount

0 Gate to gate Transistors in ASIC chip 2 x 10*
Ist Chip to substrate ASIC component 4,400°

2nd  PWB level connections Digital electronics 10* < 10
3rd  Connections between PWBs Digital terminals 3,200°

4th  Connections between subassemblies (rack tray)  Digital electronics 10> < 10°°
5th Connections between physically separate systems Digital electronics <10%
“Brown 1998

#iINEMI 2004

" Estimated by Sarkki
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Interconnection reliability analysis has not been a solid part of the product
reliability concept. This is mainly due to the interconnection technologies and the
set of components used in the through-hole and early surface mount technology era.
Mainly in the 1970s to 1990s, the interconnection failures were not the main cause
of the product failures. This can be verified from the MIL-HDBK-217F (1991),
where the empirical data-based solder joint base hazard rates are given by 41 fail-
ures per 10'? h for through-hole assemblies and 69 failures per 10'% h for reflow
solder joints. To put this in perspective, the hazard rates are roughly a thousand
times lower than the typical component intrinsic failures for current processors.
This is due to the stress-relieving leads together with relative high volume of solder
and wide contact areas between lead and solder.

With the emphasis on miniaturization of the products, the components and
their interconnections are getting smaller. This will lead inevitably to a situation
where the interconnection failures will be playing a more significant role in product
failures. New technologies are evolving continuously, and the product design time
is getting shorter. Furthermore, new technologies that do not have field experience
are taken in to the new product designs with accelerating pace. New technology
implementation will usually mean an advantage in respect of the competitors and
value adding to the customers. In order to gain the trust to the new technology,
powerful and user-friendly applications for failure estimates must be taken into use.
Ignoring the importance of the second-level interconnections would potentially
result in catastrophic field performance at least in the very harsh usage environment
and with so-called long-life high-reliability microsystems.

The standard surface mount components, which are being manufactured under
standardized and mature process steps, have been in use for the past two decades.
Despite the long experience of these components, their solder joint reliability
performance has not been monitored under any specified or standardized procedure.
With the ever increasing overall requirements for the electronics, the standard
components may also become very risky. This development increases the need
for a total reliability concept, where the interconnection elements are taken into
account. This is emphasized with the higher risk component packages.

Before one can interpret reliability data in the literature, or compare results from
different sources, it is necessary to develop a formal framework of reliability theory
and definitions.

2.7 Reliability Function

Let us denote F(¢) to be the failure function. Then the reliability function is:
R(t)=1—-F(s). (2.6)

Let us look at a simple test: we have 1,000 flip-chip joints. After 10 h, 103 joints
are broken. Then the failure functionis F(f) = 103/1,000 = 0.103 = 10.3% at 10 h.
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At 20 h, an additional 72 joints fail and so forth. We can then plot the failure function
as shown in Fig. 2.7, where the last joint failed at 400 h.
Then the failure probability density function (PDF) is:

f(t) = dl;—gt) = dl;gt) . 2.7)

We can also define a complementary “unreliability” function Q(¢), given by:
0(1) =1—R(1), (2.8)
so from the failure PDF equation above:

_dO(r) _ dR(1)
R 2.9)

£
and,
00 = [ rte) as = () 2.10)

i.e., the “unreliability” Q(¢) is actually the cumulative failure function F(f). Simi-
larly:

R(t) = /Oof(r) dr, (2.11)

and,

/oof(r) dr=1. (2.12)
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In many cases, the hazard rate A(f) (sometimes termed the force of mortality)
is more useful, or more convenient to use, than the failure PDF f(¢). The hazard rate
is the failure rate normalized to the number of surviving operational parts, i.e.,

1 dO()  —1 dR()
R(1) dt ~ R(t) dt ’

) = (2.13)

from which we can readily relate the hazard rate A(¢) to the failure PDF f(¢) by:

Mgé%, (2.14)

and determine the cumulative hazard rate H(t), [analogous to the cumulative failure
function F(#)], to be:

H@:A%mmz—mmm 2.15)

since R(0) = 1.
Another commonly used reliability criterion is the mean time to failure (MTTF),
defined as:

Mnrz/mpﬂnm, (2.16)
0

which reduces to:
MTTF = / R(1)dt, (2.17)
0

after integration by parts, and provided that R(f) — 0 for ¢ < o0.

These results and relationships are summarized for convenience in Table 2.2,
which also includes additional information developed below. The example of a
cumulative failure function shown in Fig. 2.8 corresponds to the bottom bathtub
curve of Fig. 2.9.

2.7.1 Exponential Distribution

The simplest practical failure PDF, and one with wide application in electronics,
is the single parameter exponential distribution function:

fe(t) . ;u() . exp(—iot) . M([), (2.18)
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Fig. 2.9 Bathtub curve changes with increased stress (e.g., temperature, voltage, etc.)

where u(f) is the Heaviside step function [u(f) = 0 for r < 0, and u(t) = 1 for
t > 0] and Ay is called the chance hazard rate. Applying the formula above:

Q.(1) = / fo(t)dt = 2o / et = 1— ¢, (2.19)
0 0
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R.(t) = / h f(t)dt = I / " ety = oot (2.20)

Similarly, the hazard rate, 4.(f), and MTTF are given by:

. dR,(1)/dt —Jge Mt
Le (t) = Re(t) = - oot = /o, (221)
and,
> -1 R |
MTTF, = R.(t)dt = - lexp(—4ot)]g = —, (2.22)
0 10 40

respectively, which suggest the interpretation of reliability as:
R, (1) = e V/MITE: (2.23)
Note that the constant hazard rate result does not equate to the constant failure

rate at the bottom of the bathtub curve, but there can be a functional approximate
equivalence:

A1) = ng(t) dt ~f) = nio dndf—fo’

(2.24)

where ng(f) have failed and ny(7) survived at time ¢ of sample size ny, if ny(t) ~ ny,
i.e., if most of the original sample survives.

In plotting failure data to determine the specific parameter (or parameters) to
characterize the specific component set, one counts the failures as a function of
time, and the accumulated (total number) of failures, Q(¢), and uses the cumulative
hazard rate, H(t), in the form:

1 1

o "Tow . (2.25)

For the exponential distribution, with Q.(f) = 1 — exp(—Af), the slope of the
log-linear plot of 1/(1 — Q(¢)) vs. ¢t (which necessarily passes through the origin)
gives . = MTTF~" (Fig. 2.10), from:

1
lnl—iQe(z) = t. (2.26)

There is usually such an implicit assumption made of which mathematical
distribution would apply in deciding how to plot the failure data (and hence
implicitly of the failure mechanism).
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Fig. 2.10 Exponential |
distribution: Schematic 10.000 1/(-0)
semilog plot
1000 [~
(T
slope = I/MITF
0 r
| ] L 1 p !
0 100 200 300 400

2.7.2 Weibull Distribution

In fact, the exponential distribution is a special single parameter case of the more
general three-parameter Weibull distribution:

! _ p
£ =t ("—’) exp—(’—V) , 2.27)
n n

which yields reliability:

N
Rulf) = exp — (tTy) . (2.28)

The effects of shape parameter/factor f, scale parameter/factor n, and location
parameter/factor y, are shown in Fig. 2.11, with the Weibull hazard rate and
cumulative hazard rate variations with shape factor illustrated in Fig. 2.12.

For the shape factor (f > 0):

e [ < 1 represents early failure (including burn-in)
e [ = 1 represents constant failure rate (e.g., the bottom of the bathtub curve)
e [ > 1 represents the wearout phase

For the location parameter, y:

* y < O covers a preexisting failure condition before ¢t = 0, e.g., from storage,
transport, etc.

e 7y = O represents the usual condition where failure begins at t = 0

e v > 0 applies when there is a failure-free period until # = y (Note that the
symbol o is often used instead of 7 for the scale factor.)
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Fig. 2.11 Weibull
distribution: failure
probability density function
(PDF). (a) Effect of shape
parameter f(y = 0,7 = 1);
(b) Effect of scale parameter
n(y = 0, p = 2); (c) Effect
of location parameter
wn=1p=2)
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Fig. 2.12 Weibull distribution: Effect of shape factor f (y = 0, n = 1)

For the usual case, where y = 0, the three-parameter Weibull distribution
reduces to the two-parameter Weibull distribution, which then reduces further to
the exponential distribution above with § = 1 and n = 1/4 (see Figs. 2.11a and
2.12); Note from Fig. 2.12 that § = 0.5, 1, and 3 can be seen as representative of the
early failure, constant failure phase, and wearout sections of the bathtub curve,
respectively (provided that n; < no, as explained above).

Again, the cumulative hazard rate, for Q,,(f) = 1 — exp — (t/n)ﬁ , gives:

H =1 ! = tﬂ 2.29
W(I)_nl——Qw(t)_(ﬁ>’ (2.29)

s0, to find both f and 7, one plots log{log[1/(1 — Q(#))]} vs. log 7, and gets 7 from
the intercept, and f from the slope (Fig. 2.13), as:

In IHI—;QW([) = ﬁlnt — ﬁlnn, (230)

and Weibull log.log vs. log graph paper is available to facilitate direct plotting.
Table 2.2 includes a summary of the Weibull and exponential distributions, and
of the Rayleigh distribution, which is specified by y = 0, and ff = 2, where

n=+/2/k.
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Fig. 2.13 Weibull logllogll/(1-0(t))]]
distribution: Schematic plot

slope 3
Intercept gives o
log t

In the context of the location parameter, it is worth noting that the assignment of
t = 0O is clearly arbitrary, and we can define a conditional reliability, R(t, T ), as the
probability of the (nonrepairable) device or system to operate for time, ¢, having
already operated for time, 7, as:

R(t+T) exp—Ai(t+T)

Rt T) = R(T)  exp—iT

=exp —At. (2.31)

2.7.3 Log-Normal Distribution

The other failure probability distribution with significance in microelectronics is
the log-normal, given by:

Quv (1) = / L e g = L / M i am)
S o toV/2m Vor ) ’ ’

where z = (In t — w)/o, = In Tsg, and Tsq is defined as the time ¢ at which
Oin(t) = Rpn(tp = 0.5 or 50%. Re-writing the expression for z:

Int=oz+ pu=ca[® ' (Quw(r)] +1InTs, (2.33)

where (D*l(QLN(t)) is a tabulated function of Q;y (f). This equation can be plotted
readily on log-normal graph paper, where the log(time-to-failure) x-axis is labeled
in terms of time, and the y-axis (which is actually @ '(Q;n (1)) is labeled as the
cumulative failed percentage (or failure probability), Q(¢). (Figure 2.14 shows such
a plot, but with the axes reversed to match the form of the equation above. Since
z=0att=Ts9,0 =50%,andz = —1 att = T;s59, Q = 15.9%, the slope of this
plot gives slope = o = In(T59/T;5.9).) The log-normal parameters f;n(t), Az (0),
and Qyy(?), are shown for completeness as functions of time in Fig. 2.15, with
Tso = €" as the third parameter.
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Fig. 2.15 Log-normal distribution: schematic plots of distribution parameters (failure PDF,
hazard rate, and cumulative failures) vs. time

2.7.4 Physical Basis of the Distributions

For f = 1, the Weibull distribution reduces to the exponential, with A = constant
= Jo, corresponding to the bottom of the bathtub curve. In modern electronic
systems, the apparently constant hazard rate actually masks many different and
unrelated failure modes with different temporal rates. In this case, any attempt to
model these varied physical failure processes with a single parameter set, as if they
were all due to the same failure mechanism, would clearly be flawed. In particular,
if one then tried to apply a single formula for thermal variation of these many
different physical processes to predict failure rates under other circumstances,
the results would be unlikely to match reality. This was the fundamental problem
when Military Handbook Standard 217, which was developed to model and predict
single constant hazard rate failure modes, began to be applied to the apparently
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constant rate of modern complex systems, which result from low random failure
rates from diverse causes. For the Rayleigh distribution, where f§ = 2, A(?) is
directly proportional to ¢, and clearly this case corresponds to failure due to time-
accumulated damage.

Where only one defect site causes the failures, and the damage susceptible
population is removed, A(f) decreases as time goes on, and corresponds to the
early failure (burn-in) section of the bathtub curve, e.g., for the Weibull distribution
with § = 0.5.

A log-normal distribution can arise in the following way, if failure occurs when
a resistance, r, increases to the failure threshold r,. Assume that the resistance
increases with each time step as ;. = r{(1 + 9) from the initial value ry, then:

rh=Tg H (1+6), (2.34)
=0
n n
Inr, =1Inry+ Z In(1+ ;) ~ Inry + Z Oi, (2.35)
i=0 i=0

where 0; is an independently distributed random variable, and hence, log r,
is normally distributed and r, (the end of life resistance) is log-normally
distributed.

One might expect that at least the general nature of the physical origin of
reliability failures might be determined by the fit or otherwise of the data to the
distribution assumed for the graphical plots. However, the Weibull and log-
normal plots of the same data shown in Fig. 2.16 demonstrate that the fit can be
ambiguous.

2.8 A Generic Weibull Distribution Model to Predict
Reliability of Microsystems

The classic two-parameter Weibull distribution has the following form:
F(t) = 1 — exp{~[()/o)’}. (2.36)
Then the failure intensity function is in this case:

t

70 =2 (" exp(-100 /2. @37

o
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Fig. 2.16 Failure data plots. (a) Weibull probability paper (with permission [26])

The traditional three-parameter Weibull distribution has the following form:
F(r)=1—exp{~[(t—1)/a) }1 > 7, (2.38)
where « is the scale parameter, f§ is the shape parameter, which is a kind of wear

characteristic or associated with different failure modes, and 7 is the location
parameter indicating the minimum life.
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Fig. 2.16 (b) log-normal probability paper (with permission from [26])

2.8.1 Failure-Criteria Dependence of the Location Parameter

Since o and f§ in the Weibull distribution are material dependent with o characterizing
the strength of the material and f§ characterizing the aging effect of the material, it can
be assumed that they are independent of the failure criterion in this case. However, the
location parameter T should depend on the failure criterion because of the cumulative
damage leading to a failure. A new 4-parameter Weibull distribution is described
below. The new distribution is able to handle the resistivity change as a failure
criterion. We demonstrate this by looking into the reliability of anisotropic conductive
adhesive joints.

Let the failure criterion be generally described as r > krg, where ry is the
nominal level.
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Let 7( be the location parameter at the nominal value. Here we assume that this
location parameter 7 is greater than 0, which means that the material has a failure-
free life until 7. Some preliminary analysis indicates that a model for t could be:

7= 10k?, (2.39)

where b is an empirical parameter to be estimated with test data. That is, the
probability of failure at time ¢ depends on the value of k in the following manner:

F(t;k) = 1 — exp{—|[(r — tok?) /o]’ }. (2.40)

Hence, this is a model with four parameters, but it can be fitted to the datasets
under different criteria at the same time. Such a model is useful in many aspects.
Some are discussed in the following.

First, the minimum life defined as t = 7ok” can be computed for any given
failure criterion. This provides a theoretical explanation of the existence of the
minimum life and its dependence of the failure criteria.

Second, fixing a minimum cycle time to failure, the failure criterion that meets
this requirement can be determined. This is useful in a contractual situation when
a minimum cycle time is to be guaranteed. That is, if the required or guaranteed
minimum cycle life is 7,, from the inequality rokb > 1,, we get that k > (rr/ro)l/ b
In other words, the failure criteria can at least be set as k = (rr/‘co)l/ b

Furthermore, under any failure criterion, the cumulative failure probability can
be computed at any time.

2.8.2 Least Squares Estimation

The general model contains four parameters that have to be estimated using the data
from testing. Various methods can be used, and here the parameters can be
estimated by a simple least square method. Here the cumulative distribution
function is estimated by the mean ranking with the form:

5 J
Fj=—{—, 241
. (2.41)

and the sum of square deviation can be written as:

o . ) (2.42)
.S [1 a— 1_exp{—[<aj—mkﬁ’>/a}”}] 7

where m different failure criteria have been considered and n; samples are tested for
each criterion i and k; is the criterion parameter of criterion i. For each sample group
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with n; samples, d; components have failed, and #; is the time to failure for the jth
failed component.

Since parameter 1, is defined as the location parameter at the nominal failure
criterion, it is suggested to use the sample data under the nominal failure criterion to
estimate the parameter 7.

Therefore, the minimization of SSE is accomplished by taking the partial
derivatives of SSE with respect to the parameters and setting the resulting equations
to zero, which leads to:

m d; .
L 5) [ e N 1]

i=1 j=1 (243)
~exp{—[(tj — tok?) /o) } - [(tyy — 7ok?) /o) =0,
OSSE m G j , /3]
= =2 1— — {—[(t;; — Tok!
3 =220 |1y sl "
cexp{—[(t; — 7ok?) /0" } - (t; — T k?) In[(t;; — 7o k?) /o] = 0,
OSSE B I~ & J ) Y
B = o[ e
exp{—[(tj — Tk?)/a)’} - [(1; — tok?) /o) 'kl Ink; = O
and,
ISSE _ _f I & j b
) ety

~exp{—[(ty — tok?) /o)’ } - [(ty — Tok?) /)K= 0.

The above equations can be solved using a computer spreadsheet or software.
Also note that the location parameter model t; = tok” should satisfy the condition
that 7; < t;; under each failure criterion i.

2.8.3 The Experiment and Data

The general approach above is verified for the analysis of conductive adhesive
joining in flip-chip packaging.

A significant number of accelerated reliability tests under well-controlled
conditions based on single joint resistance measurement to generate significant
reliability data for using anisotropic conductive adhesive (ACA) flip-chip technol-
ogy on FR-4 substrate have been generated in the literature [26]. Nine types of ACA
and one nonconductive film (NCF) were used. In total, nearly one thousand single
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joints were subjected to reliability tests in terms of temperature cycling between
—40 and 125°C with a dwell time of 15 min and a ramp rate of 110°C/min. The chip
used for this reliability test had a pitch of 100 pm. Therefore, the test was particu-
larly focused on evaluation of the reliability of ultrafine pitch flip-chip interconnec-
tions using ACA on a low-cost substrate.

The reliability was characterized by single contact resistance measured using the
four-probe method during temperature cycling testing up to 3,000 cycles. The
failure definitions are defined as 20% increase, larger than 50 mQ, and larger than
100 mQ, respectively, using the in situ electrical resistance measurement technique.
Usually when tests are carried out in different conditions or when the data are from
different failure criteria, the datasets are analyzed separately. This usually involves
a large number of combined model parameters, and there is no clear relationship
between the model parameters.

The test setup: To study the reliability of conductive adhesive joints, contact
resistance of single joints is one of the most important parameters. Therefore, a test
chip was designed for four-probe measurement of single joints. The configuration of
the test chip contains 18 single joints and two daisy chains (18 joints for each). The
pitch of the test chips is 100 pm. Bump metallization of the chips is electroless nickel
and gold. Table 2.3 summarizes some characteristic parameters of the test chip. Here
the reliability study focused on the reliability of ACA joining, i.e., the characteristics
of ACA joints together with the usage environment. A temperature cycling test was
applied for the evaluation. The reliability of ACA joints was characterized by the
change of contact resistance in the cycled temperatures. A total of 954 joints (53
chips) with different ACA materials were tested. Two chips with 36 joints were
measured in situ with the four-probe method during testing up to 3,000 cycles, and
other joints were taken out from the equipment every several hundred cycles to
manually measure the resistance change in room temperature.

Most ACA joints were manually measured every several hundred cycles because
of the capacity of the cabinet. A total of 918 joints (51 chips) were tested. Some of
them, 126 joints of 7 chips, failed after only 200 cycles due to bad alignment,
so they were screened out. The remaining 792 joints (44 chips) were tested for
1,000 cycles. Cumulative failures of the ACA flip-chip joints were measured
manually at room temperature. According to different criteria (i.e., the resistance
increase was over 20%, contact resistance was over 50 and 100 mQ).

Test results and discussions: Cumulative fails of the in situ testing are shown in
Fig. 2.17. The number of fails is dependent on the definition of the failure. Figure 2.18
shows three statistics on the cumulative fails respectively based on the different
criteria: >20% of contact resistance increase; >50 mQ; >100 mQ. When the criterion
was defined at 20% of resistance increase, after 2,000 cycles all joints had failed.
This definition might be too harsh for those joints only having a contact resistance of
several mQ. The 20% increase means only a few milliohms is allowed to vary. In some
case, the limitation is still within the margin of error of the measurement.

Table 2.3 Technical data of silicon test chips

Chip size (mm) Bump size (pm) Bump height (um) Pitch (um) Number of bumps
3.0 x 3.0 60 20 100 54
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If we, in any case, allow 50 or 100 mQ as the failure criteria, we will obtain a
MTTF value of 2,500 and 3,500 cycles respectively from a simple Weibull proba-
bility plot. Therefore, it is reasonable that the criterion is defined according to the
production requirements.

A problem in the analysis of this type of data is that failures under different criteria
are usually analyzed separately. With a small number of data points and a large total
number of model parameters, the analysis is usually inaccurate. It would be useful to
develop an approach for joint analysis of the datasets. The following sections present a
Weibull model with the analysis of the data in Fig. 2.18 as an example.

2.8.4 Analysis and the Results

Here we will follow the general model presented earlier. Data of the failure of
adhesive flip-chip joints on an FR-4 substrate during the temperature cycling test
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Table 2.4 Cumulative number of
failures under different criteria

Cumulative number of failures

Criterion II Criterion IIT

Cycles to failure (>50 m) (>100 m)
1,170 1 1
1,300 2 -
1,550 3 -
1,925 4 -
2,050 5 -
2,100 6 -
2,300 9 2
2,350 10 -
2,400 11 -
2,500 13 3
2,550 14 -
2,600 - 5
2,650 17 6
2,700 - 7
2,750 - 9
2,800 19 -
2,850 20 -
2,900 21 -
2,950 22 10

are considered to illustrate the above new model and estimation. Under criterion II
(failure if resistance >50 mQ) and criterion III (Table 2.4) (failure if resistance
>100 mQ), the cumulative number of failures are summarized in the following
table: The nominal level of the test (ry) is 6 m&2, thus the criterion parameters k;
and k, are ry/rop =50/6 = 8.33 and r1/ryp = 100/6 = 16.67 respectively. Using simple
spreadsheet, the traditional least square estimation of the parameters is given by:

o = 1,954, f = 4.076, 1o = 370, b = 0.409 and SSE = 0.1261.
The overall model is then given by:
F(t;k) = 1 — exp{—][(r — 370k"4%%) /1954]*77} (2.47)

where k is the failure criterion in terms of “failure when the resistance is k times the
nominal value.” This above formula can be used for different failure criteria.

2.8.5 Application of the Results

From the above analysis, note that the minimum cycle life is given by: Minimum
life = 370k%°°. Hence, for any given failure criterion, we can obtain the
minimum life with this formula. The estimated minimum life at failure definition
of larger than 50 and 100 mQ are respectively 880.68 and 1169.33. Table 2.5 shows
the estimated minimum life and MTTF under some different failure conditions.
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Table 2.5 Minimum life (¢y) and MTTF

3 L. k() Co MTTF
under different criteria
1 370.00 2143.082
2 491.34 2264.424
3 580.02 2353.100
4 652.48 2425.561
5 714.86 2487.944
6 770.23 2543.317
7 820.39 2593.468
8 866.46 2639.542
9 909.24 2682.326
10 949.30 2722.384
20 1260.63 3033.709
30 1488.14 3261.221
40 1674.05 3447.134
50 1834.11 3607.189

Furthermore, for fixed or agreed cycle to failure, we can obtain the maximum
failure criteria as:

370ko%*? > ¢y,

that is:

o >1 /0.409 2.48)

ko > (ﬁ

That is, to be sure that the minimum life is ¢, the failure criteria cannot be more
stringent that “failure when the resistance is k, times the nominal value.” This is, for
example, a statement that can be used together with the minimum life requirement
and can be added in the contractual situation.

Exercises

2.1 Explain the curve shown below. What is the reason for failures in the different
regions?
FIT

4

Random failures
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2.5

Consider the following equation:

0-1
M! . i
RO/M =1- § : {(M _ i)|l~|}Rimerconnection(1 - Rinterconnection) ,'
i=0 o

What is the solder joint reliability if seven of ten components work to maintain
90% system reliability? Plot the whole reliability diagram.
Draw the curve of the following equation that shows the failure rate function.

0 =L() exot-1/a").

What conclusions can you draw from the curve?

The infant mortality and wear out sections of Fig. 2.9 are plotted for the sake
of the example as simple cubic functions for t < 200 and t > 800 hours in the
bottom curve. (a) Predict when the last component will die. (b) Verify that your
result seems sensible by extrapolating the wear out section of Fig. 2.8.

Tables A and B below present failure time data for two sequences of lab
experiments, each on 20 samples. (a) Plot the data for both Weibull and log-
normal distributions. (b) Determine 1 and 3 for the Weibull plot, and & for the
log-normal plot. (c¢) What is the mean failure time for each? (d) Can you
establish the appropriate reliability distribution model from the plots? (e)
Compare the data sets, and discuss, noting the regular failure rate in Table A.

Table A

Failure 1 2 3 4 5 6 7 8 9 10
Time(hr) 40 98 150 210 255 295 351 402 445 503
Failure 11 12 13 14 15 16 17 18 19 20

Time(hr) 551 595 648 705 750 790 860 900 950 1008

Table B

Failure 1 2 3 4 5 6 7 8 9 10
Time(hr) 15 35 50 70 90 115 135 160 190 220
Failure 11 12 13 14 15 16 17 18 19 20

Timethr) 255 290 335 380 440 510 600 730 950 1500
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