Engineering Secure Two-Party Computation Protocols

Design, Optimization, and Applications of Efficient Secure Function Evaluation

Bearbeitet von
Thomas Schneider

1. Auflage 2012. Taschenbuch. xvi, 138 S. Paperback
ISBN 978 3 642 30041 7
Format (B x L): 15,5 x 23,5 cm
Gewicht: 400 g

Weitere Fachgebiete > EDV, Informatik > Computerkommunikation,
Computervernetzung > Netzwerkprotokolle, EDI

Zu Leseprobe

schnell und portofrei erhaltlich bei
o®0

beck-shop.de

DIE FACHBUCHHANDLUNG

Die Online-Fachbuchhandlung beck-shop.de ist speziaisiert auf Fachbiicher, insbesondere Recht, Steuern und Wirtschaft.

Im Sortiment finden Sie alle Medien (Blicher, Zeitschriften, CDs, eBooks, etc.) aller Verlage. Erganzt wird das Programm

durch Services wie Neuerscheinungsdienst oder Zusammenstellungen von Biichern zu Sonderpreisen. Der Shop fihrt mehr
als 8 Millionen Produkte.


http://www.beck-shop.de/Schneider-Engineering-Secure-Two-Party-Computation-Protocols/productview.aspx?product=10661530&utm_source=pdf&utm_medium=clickthru_ihv&utm_campaign=pdf_10661530&campaign=pdf/10661530
http://www.beck-shop.de/trefferliste.aspx?toc=8278
http://www.beck-shop.de/trefferliste.aspx?toc=8278
http://www.beck-shop.de/fachbuch/leseprobe/9783642300417_Excerpt_001.pdf

Contents

3.2.2 Minimizing Circuits with Free XOR

1 Imtroduction ............ ... . . ... . . . ...
1.1 Privacy-Enhancing Technologies. . ... ..................

1.2 Outline. . .. ...

2 Basics of Efficient Secure Function Evaluation . . ... ..........
2.1 Common Notation and Definitions. . . ... ................
2.1.1 Notation. . . ...t

2.1.2  Cryptographic Primitives . . ... ..................

2.1.3 Function Representations . . . .. ..................

2.1.4 Adversary Model ............ ... ... .. ......

2.1.5 Random Oracle Model. . ... ... ... ... ... ... ....

2.2 Cryptographic Primitives for Secure Two-Party Computation . . .
2.2.1 Homomorphic Encryption . .....................

2.2.2  Garbled Circuit Constructions. . . . . ... ... .........

2.2.3 Oblivious Transfer . .......... ... ... ... ... ....

2.3 Garbled Circuit Protocols . . . .......... ... ... ... .....
2.3.1 Two-Party Secure Function Evaluation . ............

2.3.2 Garbled Circuit Protocols with Multiple Parties . . ... ..

3 Circuit Optimizations and Constructions . ..................
3.1 Introduction .......... ... ... ..
3.1.1 Protocols with Free XOR. ... ...................

3.12 Related Work. ... ... ... .. .. .. ..

3.1.3 Preliminaries and Notation. . . ... ................

3.2 Circuit Optimizations. . . . . . ...ttt e
3.2.1 Minimizing Circuits . .......... ... ... ... ...

W =

O \O 00 N O Lt L

29
29
29
30
31
32
32
36

xi



Xii

33

34

Contents

Efficient Circuit Constructions . . ......................
3.3.1 Addition and Subtraction. . . ... .................
332 Multiplication. . . .......... ...
3.3.3 Comparison, Minima and Maxima ................
Applications: Secure Comparison and Auctions. . ... ........
3.4.1 Comparison (Millionaires Problem). .. .............
342 AUCHONS . ..ottt e

4 Hardware-Assisted Garbled Circuit Protocols. . . . ... .........

4.1

4.2

4.3

Creating Garbled Circuits with Hardware Token. . ..........
4.1.1 Motivation and Setting . .......................
412 Related Work. ....... ... ... ... ... .. .. ...
4.1.3  Architecture, System and Trust Model. . .. ..........
414 Token-Assisted SFE ... ... ... ... ... ... ... ....
One-Time Programs. . .. ....... ... ... ... ... ... ......
421 Motivation . . .. ..ot
4.2.2 Non-Interactive GCs and One-Time Programs .. ... ...
423 Evaluating GCsin HW . ... .. .. .. ... ... ...
Application: Privacy-Preserving Cloud Computing . .........
43.1 MoOtivation . . . ..ottt
4.3.2 Model for Privacy-Preserving Cloud Computing. . . . . ..
4.3.3 Architectures for Privacy-Preserving

Cloud Computing . . . .. ..ottt
4.3.4 Performance Comparison. . .....................

5 Modular Design of Efficient SFE Protocols . . . ...............

5.1

5.2

53

Framework for Modular SFE Protocols . .................
5.1.1 Function Representations . . . ....................
512 Modular SFE . .. ... ... .. .
5.1.3 Conversion Between Encrypted Values . ... .........
Compiling Modular SFE Protocols . ....................
5.2.1 Introduction ................ ... ...
5.2.2 Tool for Automating Secure Two-Party Computations. . .
5.2.3 TASTY Input Language. . . . ....... ... ... ... ....
5.2.4 Primitives and Optimizations . . ... ...............
5.2.5 Performance Measurements . .. ..................
Application: Privacy-Preserving Face Recognition. . . . ... ....
531 Motivation. . . ... ..
5.3.2 Face Recognition Using Eigenfaces. . . .............
5.3.3 Privacy-Preserving Face Recognition. . . ... .........
5.3.4 A Further Improved Hybrid Minimum Protocol . . . . . ..

38
39
40
42
45
45
47

51
51
51
52
54
55
61
61
63
69
75
76
78

80
83

85
85
86
86
88
90
90
95



Contents xiii

6 Conclusion. .. ... ... . ... .. 121
6.1 Guidelines for Constructing Efficient SFE Protocols . .. ... ... 121
6.2 Directions for Future Research . . . ....... ... ... ... ...... 122

6.2.1 SFE of Large Functionalities . . .................. 122
6.2.2 Automatic Partitioning into Hybrid
SFE Protocols. . . ... ... 124
References . ... ... ... .. ... . 125



