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Internet of Things (IoT), heterogeneous virtual
networks and the future of the Internet

Giinter Knieps'

Abstract

The Internet of Things (IoT) makes it necessary to rethink the future role of
the Internet. Different physical network services (e.g. shared mobility ser-
vices, smart rail services, smart energy services) require different imple-
mentations of virtual networks, all based on QoS requirements for data
packet transmission within mobile and fixed broadband networks. The fo-
cus of this chapter is on the heterogeneity of virtual networks for a large
variety of physical network services. The heterogeneity of relevant dimen-
sions of virtual networks is analyzed, specifically considering heterogene-
ous QoS requirements of all-IP bandwidth capacities, heterogeneous sensor
network requirements, heterogeneous geopositioning services as well as
heterogeneous data processing and cloud computing. A basic goal of net-
work virtualization is to bundle the end-to-end responsibility for privacy
and security concerns regarding the virtual side of loT applications in the
hands of the provider of the virtual networks.

Keywords: Internet of Things, Economics of virtual networks, Smart
networks

1 University of Freiburg, Chair of Network Economics, Competition Economics
and Transport Science; guenter.knieps@vwl.uni-freiburg.de
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1. Introduction

Smart networks may be considered as an “envelope concept” focusing on
the combination of Information and Communication Technologies (ICT)
with traditional infrastructure networks providing physical network ser-
vices. Smart bidirectional metering, sensors, actuators and remote control
by interactive machine-to-machine communication, in combination mak-
ing up the so-called Internet of Things (IoT),” are becoming increasingly
important on the road towards smart networks (European Commission,
2015; OECD, 2012, 2013a, 2013b). The IoT makes it necessary to rethink
the future role of the Internet. Real-time two-way communication between
sensors and actuators as well as communication between physical and vir-
tual networks is gaining importance, e.g. the remote tactile steering or
control of an object via the Internet. For example, vehicles in a platoon
need to be connected with 1-2 ms latency and thus have very low latency
tolerance. Other examples requiring very low latency guarantees are re-
mote driving and real-time control of microgrids. Hence ICT based steer-
ing and control of physical networks are becoming increasingly important
in the future loT.

The focus of this chapter is on loT applications which are characterized
as smart physical network services. The interaction between physical net-
works and ICT is challenging the industrial organization of network indus-
tries (Knieps, Bauer, 2016). On one hand, a fundamental change is taking
place in traditional network industries and physical network services, with
real-time, location aware and adaptive network capacity allocation becom-
ing particularly relevant. On the other hand the traditional communication
and entertainment oriented Internet is challenged to meet the ICT re-
quirements of smart network industries and more general of the app econ-
omy.

The chapter is organized as follows: In the subsequent section 2 the de-
sign principle of IP based virtual networks required for various physical
networks and for a large variety of physical network services is character-
ized. In section 3 the basic dimensions of virtual networks are considered.
The intrinsic heterogeneity of virtual networks is analyzed, based on inno-
vative entrepreneurial combinations of the heterogeneous dimensions of

2 The term Internet of Things (IoT) most probably dates back to Kevin Ashton,
who pointed out the particular relevance of the physical world compared to the
virtual ICT world: “Ideas and information are important, but things matter
much more” (Ashton, 2009, p. 1).

20



https://www.nomos-shop.deftitel/the-future-of-the-internet-id-75165/

The future of the Internet

virtual networks. In particular, heterogeneous Quality of Service (QoS)
bandwidth capacities, heterogeneous sensor networks, heterogeneous
geopositioning requirements, heterogeneous (big) data processing capaci-
ties and heterogeneous security requirements are identified. In section 4 a
concluding outlook is provided.

2. 1oT and the evolution of IP based virtual networks

2.1. The complementarity between physical networks and virtual
networks

From a network economic point of view the conceptual differentiation be-
tween services of physical network infrastructures (e.g. roads, railways,
electricity networks) and complementary virtual networks based on ICT
services is important (Knieps, 2017c¢). Different physical network services
(e.g. shared mobility services, smart rail services, smart energy services)
require different implementations of virtual networks, all based on QoS re-
quirements for data packet transmission within mobile and fixed broadband
networks. Virtual networks may be interconnected with other virtual net-
works (e.g. ubiquitous sensor networks) or via the all-IP Internet with other
actors. For example, within a microgrid the aggregator must bundle the
prosumer consumption and generation decisions within the different home
networks and communicate the real-time import/export decisions to the
wholesale distribution network operator. Home networks may also use mul-
tipurpose broadband communication architecture, not only for electricity
applications based sensors but also for other communication requirements,
e.g. entertainment (Knieps, 2017a).

2.2 IP based virtual networks

The Archimedean point of virtual networks is the evolution of the IP to-
wards the universal network protocol for internetworking: the IP as the
common network layer protocol for interconnecting many different net-
works, for instance cable, fixed and mobile communication networks etc.
(Tanenbaum, Wetherall, 2011, pp. 424 ff.). Alternative broadband access
networks, such as mobile access networks, fixed telecom access networks,
or cable access networks are characterized by convergence towards all-IP
networks (Knieps, Zenhdusern, 2015, pp. 339 ff.; Knieps, Stocker, 2016).
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Based on the well-established concept of Next Generation Networks
(N GN)3 the concepts of Future Networks (FNs) and network virtualization
have been developed, emphasizing the need for advanced traffic manage-
ment to realize a wide scope of application services and heterogeneous
network architectures on a common multipurpose ICT infrastructure (ITU-
T, 2012, p. iv). Traditional specialized communication networks are thus
challenged by the concept of network virtualization: “Network virtualiza-
tion is a method that allows multiple virtual networks, called logically iso-
lated network partitions (LINPs), to coexist in a single physical network”
(ITU-T, 2012, p. 2).

Virtual networks provide the necessities for increasingly important end
user demand for a wide scope of heterogeneous application services re-
quiring heterogeneous ICT support. Different virtual networks require dif-
ferent QoS bandwidth capacities offered by traffic service providers. Ser-
vice continuity may also require multiple interconnected virtual networks.
Property rights and decision competency for the traffic service providers
are different from those for the virtual networks providers. Whereas traffic
service providers are offering QoS guaranteed bandwidth capacities for
QoS requirements driven by IoT applications, virtual network providers
combine specific QoS bandwidth capacities with other ICT components
(virtual resources), such as sensoring, geopositioning, or data processing,
to build a virtual network tailored for the requirements of complementary
physical applications. Heterogeneous virtual networks have been analyzed
for microgrids (Knieps, 2017a), smart sustainable cities (Knieps, 2017b),
shared mobility services (Knieps, 2018a), and networked vehicles
(Knieps, 2018b). Different (single purpose specialized) virtual networks
may seamlessly cooperate without interoperability requirements between
different traffic service providers. Cooperation between different virtual
networks can serve as a substitute for interoperability agreements between
different traffic services providers (Knieps, 2017c, pp. 243-246).

3 An NGN is defined as follows: “A packet-based network able to provide tele-
communication services and able to make use of multiple broadband QoS-
enabled transport technologies and in which service-related functions are inde-
pendent from underlying transport-related technologies. It enables unfettered
access for users to networks and to competing service providers and/or services
of their choice. It supports generalized mobility which will allow consistent
and ubiquitous provision of services to users.” (ITU-T Y.2001, 2004, p. 2).
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3. Heterogeneity of virtual networks

Virtual networks for a large variety of physical network services are based
on the following dimensions:

e All-IP based real-time and adaptive broadband communication net-
works

e [P based sensor networks

¢ Global navigation satellite systems and their overlay position correction
networks

e (Big) Data processing, cloud computing and fog computing

e Privacy and security

The IoT application driven variety of virtual networks is based on entrepre-
neurial combinations of the different dimensions of virtual networks. In the
following the heterogeneity requirements for the different dimensions of
virtual networks are elaborated.

3.1  Heterogeneity of QoS requirements of all-IP bandwidth capacities

Due to the unified standardized Internet Protocol IP, different stationary and
mobile broadband technologies can be used for data packet transmission in
the future all-IP Internet. Utilization dependent user fees are also becoming
indispensible for data packet transmission in the all-IP Internet. The priori-
tization of data packets within different QoS classes for providing deter-
ministic or stochastic QoS guarantees necessitates access controls, and con-
comitant price and quality differentiation for different quality classes. Traf-
fic services providers can use the resultant revenues, in addition to the fixed
connection fees, for investment in broadband capacities. Heterogeneous
traffic classes without deterministic QoS guarantees are characterized in
Babiarz et al. (2006). A hierarchy of heterogeneous stochastic QoS classes
can be established in such a way that the highest classes are Expedited For-
warding (EF), followed by Assured Forwarding (AF) and Default Forward-
ing (DF) providing the lowest “Low Priority Data service class” (for non-
real time and elastic traffic). For deterministic QoS guarantees, see Ash et
al. (2010).

The economic incentives for QoS differentiation traffic classes can only
be analyzed if the entrepreneurial QoS potentials and related traffic archi-
tectures are taken into account. Prioritization of data packets can take
place within the DiffServ architecture, enabling a hierarchy of traffic clas-
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ses without deterministic QoS guarantees (Knieps, 2011). The Generalized
DiffServ architecture provides the open set of flexible multipurpose traffic
architectures supporting a variety of heterogeneous QoS classes required
for different application services (Knieps, 2015, p. 739). Traffic QoS re-
quirements cannot be considered from the perspective of IoT only, but
have also to take into account all other application services provided with-
in an all-IP network infrastructure. For deterministic QoS guarantees two
complementary mechanisms are required: Firstly, admission control and
associated priorities, secondly development of service restoration priority
levels based on the criticality of services. As important network perfor-
mance criteria delay, jitter and packet loss parameters are specified for
stochastic and deterministic QoS guarantees. The hierarchy of traffic clas-
ses (implemented by admission control) is based on a monotone relation
of more strictly defined QoS parameters with increasing opportunity costs
of bandwidth capacity. The hierarchy of restoration priority is based on a
monotone relation of opportunity costs of bandwidth capacity usage due to
different restoration priority parameters.

The heterogeneous requirements of different deterministic and stochas-
tic traffic qualities can be implemented by means of NGN, allowing the
entrepreneurial search for QoS architectures and subsequent incentive
compatible pricing schedules (Knieps, 2015; Knieps, Stocker, 2016). A
well-defined hierarchy of traffic classes with different deterministic traffic
quality guarantees is defined for NGN bandwidth allocations (Ash et al.,
2010). It has been shown that QoS pricing for a hierarchy of deterministic
traffic classes can be derived in an incentive compatible manner (Knieps,
2017c). The hierarchy of traffic classes is based on a monotone relation of
opportunity costs of bandwidth capacity usage due to different QoS clas-
ses as well as restoration priority parameters. Network capacity (band-
width) is allocated to each quality class (channel) separately, including the
required reserve capacity due to the required restoration priority parameter
to guarantee the deterministic parameters (delay, jitter, packet loss). Price
and QoS differentiation pricing and investing rules for a hierarchy of de-
terministic QoS guarantees are derived, resulting in the following insights:
The price for packet transmission increases with required traffic quality,
because variable costs increase with traffic quality. For higher quality
classes marginal cost functions are shifted upwards, resulting (ceteris pa-
ribus) in higher package charges.

24



https://www.nomos-shop.de/titel/the-future-of-the-internet-id-75165/

The future of the Internet

3.2. Heterogeneous sensor network requirements

Heterogeneous sensor networks with strongly different characteristics can
be differentiated, such as 6LoPan sensor networks (low costs, low speed)
and camera based sensoring (high volume, very delay sensitive/tactile).
During the last two decades there has been an evolution towards IP based
sensor networks. Based on these standards for sensor networks, the inno-
vation potentials of different virtual networks, which are complementary
for the heterogeneous smart infrastructure services, can be realized. The
important goal is to connect the metering and sensor networks to the all-IP
Internet.

An important area for sensor networks is focused on low-cost, low-
speed ubiquitous communication between devices based on low rate wire-
less networks with low transfer rates and very limited communication
range. The IEEE 802.15.4. standard* specifies the physical layer as a re-
quired precondition for two major networking protocols, 6LoW PAN and
ZigBee IP (Kushalnagar et al., 2007). Characteristics of Low-Power Wire-
less Personal Area Networks (LOWPANS)’ are wireless sensors with small
packet size, low bandwidth and Reduced Function Devices (RFDs). The
benefits of IP v6 are the large address space, since a large number of de-
vices are involved, as well as the seamless connectivity to other IP based
networks without translation gateways (Kushalnagar et al., 2007). Inter-
connection can take place on the basis of existing IP network infrastruc-
ture. Even if different network carriers apply different QoS traffic archi-
tecture, only a mapping between the traffic classes of different carriers is
required; emulation techniques like translation gateways are not necessary.
Virtual networks can be designed by application providers based on the
different QoS architectures of different traffic service providers.

The advantages of compatibility with the IPv6 network standard come
at a cost. They require additional fragmentation due to the constraints re-
garding the size of the Maximum Transmission Unit (MTU) and lead to
lower data rates. Since IPv6 requires the support of much larger packet

4 IEEE 802.15 WG (Working Group) develops Wireless Personal Area Network
(WPAN) standards ~ for  short  distance  wireless  networks,
https://standards.ieee.org/develop/wg/WG802.15.html

5 “A LoWPAN is a simple low cost communication network that allows wireless
connectivity in applications with limited power and relaxed throughput re-
quirements. A LoOWPAN typically includes devices that work together to con-
nect the physical environment to real-world applications, e.g., wireless sen-
sors.” (Kushalnagar et al., 2007, p. 1).
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sizes than the largest IEEE 802.15.4. frame size, a LOWPAN fragmenta-
tion and reassembly adaptation layer must be provided at the layer below
IP, because a full IPv6 packet does not fit in an IEEE 802.15.4 frame
(Montenegro et al., 2007).

ZigBee Alliance and IETF are cooperating on the design of an open
standard named ZigBee IP. The basic strategy is to use IPv6 whenever
possible and introduce required modifications. A protocol has been de-
fined to compress IPv6 datagrams and send them over 802.15.4 radio link.
IPv6 Neighbor Discovery has been modified to find the IP addresses of
directly reachable neighbors; there was also a protocol developed for al-
lowing neighbors to exchange data. ZigBee IP: IEEE 802. 15. based speci-
fications are using 6LoWPAN header compressions as a high level com-
munication protocol. ZigBee IP, the IPv6 based standard for wireless sen-
sor networks, enables multipurpose applications, not only for virtual
microgrids but also for virtual networks supporting smart city loT applica-
tions and smart water networks.

In contrast, tactile ad hoc radio networks require high data rates and
high mobility. For these applications the tactile Internet with high
throughput requirements and ultra-low latency guarantees combined with
big data processing is required. The ultra-low latency requirements of the
tactile Internet can be implemented within next generation 5 G networks,
enabling multipurpose-driven different IoT applications such as networked
vehicles, water sensors located within agricultural areas, or security cam-
eras (Brake, 2016, pp. 2-6). Camera based sensoring (which involves high
volumes of data) is implemented with compressor functions, combined
with big data processing for networked vehicles applications (Knieps,
2018b).

3.3 Heterogeneous geopositioning services

In Intelligent Transport Systems as well as in other application areas of the
IoT, in addition to real-time transmission, spatially differentiated data col-
lection with an ever increasing positioning accuracy becomes increasingly
important. Thus satellite navigation systems gain increasing significance.
The geopositioning Overlay-System EGNOS (European Geostationary
Navigation Overlay Service) is fundamentally an enhanced infrastructure
system in the form of a satellite based differential GPS or Galileo.
EGNOS improves accuracy and reliability by correcting the measurements
in the GPS, respectively Galileo navigation systems. Galileo enhancement
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is based on the accurate positioning of mobile vehicles. EGNOS combined
with digital cellular technologies enables a large variety of real-time and
locational tailored applications in the app economy. Various EGNOS
based applications are evolving, such as airport approach control, net-
worked driving, intermodal local traffic (e.g. bus on demand services), en-
tering ports in conditions of reduced visibility, and location based services
within the city. The EGNOS infrastructure consists of three geostationary
satellites and a network of ground stations. EGNOS has been founded by
an agreement between the European Space Agency (ESA), the European
Commission (EC) and Eurocontrol (the European Organisation for the
Safety of Air Navigation).
Three categories of EGNOS services are provided:°

(1) Safety of Life (SoL), enabling safety critical transport applications
with particular focus on aviation applications

(2) Open Service (OS) enabling improving position accuracy for applica-
tions where safety is not critical

(3) EGNOS Data Access Service (EDAS) providing additional services
such as the EGNOS information broadcast through the GEO Signal In
Space (SIS). Access to EDAS servers enables additional performance,
in particular regarding the QoS of data packet transmission in real
time and within guaranteed delay boundaries not available via the use
of best effort Internet.”

EGNOS provides its services, which can be received throughout Europe,
free of charge. The full transmission of data provided by EDAS Servers is
IP based, either via best effort Internet or by point to point direct link
guaranteeing higher performance. The costs of direct communication ac-
cess lines are borne by the users.”

EGNOS can be used in all areas where precise geopositioning is of par-
ticular importance, such as aviation, networked/autonomous driving, rail
traffic control, navigation in smart cities, or agriculture. Geopositioning
systems differ from those of broadband infrastructures insofar as there is
no rivalry in the receiving of positioning data. Because of this perfect non-
rivalry in consumption, the financing target cannot be met through utiliza-

6 https://gssc.esa.int/navipedia/index.php/Category: EGNOS_Services

7 https://www.gsa.europa.eu/egnos/edas/condition-use-edas

8 https://gssc.esa.int/navipedia/index.php/EGNOS_Data_Access_Service
(EDAS)
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tion dependent user fees. Government financing thus seems to be the ob-
vious solution.

3.4  Heterogeneous data processing and cloud computing

The collection, processing and transmission of large volumes of real-time
and location aware data may become an important ICT component in
many loT applications. In the context of smart cities and Intelligent
Transportation Systems speed sensors and high-resolution cameras are
collecting large volumes of real-time traffic data, enabling intelligent traf-
fic management. Platforms for networked driverless vehicles depend on
ultra-delay sensitive adaptation to road traffic conditions within the nearby
local environment. The design of big data virtual networks enables the
combination of big data analysis for sensor-compressing with ultra-low
latencies in data transmission, taking into account strict positioning re-
quirements (Knieps, 2018b, pp. 5 f.).

The question as to where to locate the data processing leads to the divi-
sion of labor between cloud computing and fog computing. The result may
depend on different criteria, including data processing, bandwidth con-
sumption, latency requirements and security and safety. Fog computing
within the edge cloud is focused on local, highly distributed computing
concepts (e.g. Bonomi et al., 2012, pp. 13 f; Chang et al., 2014, p. 346).
The ultra-low latency requirements of networked automated vehicles re-
sult in the necessity of combining the highest QoS traffic class for band-
width capacity with fog computing (Knieps, 2018b). The literature on big
data, cloud computing and fog computing leaves open the question of how
to allocate the decision competence among the different actors involved.
However, the concept of the big data virtual network requires that the end-
to-end responsibility and the decision competence to combine the required
ICT components rest with the virtual network provider.

3.5 Heterogeneous e-privacy and security requirements

A basic goal of network virtualization is to bundle the end-to-end respon-
sibility for privacy and security concerns regarding the virtual side of IoT
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applications in the hands of the provider of the virtual network.” Virtual
networks should not create security externalities and in particular not
cause disruptions to other virtual networks or physical networks. Authen-
tication, authorization, and accounting of virtual resources are required,
preventing the abuse of virtual resources and malicious attacks (ITU-T,
2012, p. 12). Privacy protection and security measures are relevant within
all dimensions of virtual networks. The advantage of IP based virtual net-
works is their ability to benefit from the efforts of the IETF to develop se-
curity measures for data packet transmission. The focus of Internet Proto-
col Security (IPsec) is on the security of the IP protocol located at the
network layer, avoiding attacks on protocols.'’ In contrast, attacks on us-
ers are largely independent from protocol details. The disaggregated ap-
proach to security concepts differentiates between security measures on
the network layer, the transport layer and the application layer. The basic
principle of network layer security architecture is the split between time-
consuming authentication and the key exchange protocol step; this also
establishes a security architecture on one hand and the actual data traffic
protection on the other hand (Baker, Meyer, 2011). Whereas security re-
quirements regarding confidentiality (unauthorized disclosure), integrity
(data integrity and data origin authentication) and availability (mitigating
denial-of-service attacks) are typically required on all layers, heterogene-
ous implementations of security mechanisms combining network layer se-
curity with application layer security are up to the security requirements of
different applications (Baker, Meyer, 2011, pp.10 ff.). There are many
ways in which IPsec can be implemented with heterogeneous granularity
as regards the security service provided (Kent, Seo, 2005, p. 10).

In addition to the requirements, which must be met by the network ar-
chitecture of an all-IP Internet, there are important challenges from a data

9 “Since LINPs created by network virtualization are isolated and independently
managed, conventional security considerations for non-virtualized networks
should be independently applied to each LINP too. In addition to that, a securi-
ty problem of an LINP should not be spread to other LINPs.” (ITU-T, 2012,
p. 6).

10 “IPsec is designed to provide interoperable, high quality, cryptographically-
based security for I[Pv4 and IPv6. The set of security services offered includes
access control, connectionless integrity, data origin authentication, detection
and rejection of replays (a form of partial sequence integrity), confidentiality
(via encryption), and limited traffic flow confidentiality. These services are
provided at the IP layer, offering protection in a standard fashion for all proto-
cols that may be carried over IP (including IP itself).” (Kent, Seo, 2005, p. 5).
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privacy protection (e-privacy) and cyber security point of view, due to the
increasing relevance of spatially differentiated real-time traffic data. In
this context the principle of Geographic Location/Privacy (Geopriv) archi-
tecture has been developed: “A central feature of the Geopriv architecture
is that location information is always bound to privacy rules to ensure that
entities that receive location information are informed of how they may
use it.” (Barnes et al., 2011, p. 4).

Heterogeneous security requirements are also identified in the context
of cloud computing, with a particular focus on data isolation, data protec-
tion and confidentially protection. Different cloud computing services re-
quire heterogeneous security mechanisms in order to avoid conflicts be-
tween different protection requirements (ITU-T, 2015, p. 12). Fog com-
puting at the edges has particular protection requirements compared to
cloud computing, because the fog devices are faced with a higher threat
potential, which is typically not expected in the central cloud
(Stojmenovic, Wen, 2014, p. 5). Security and privacy are also considered
of particular importance for the 5 G networks of the future (Brake, 2016,
p- 5). A disaggregated approach to security mechanisms within 5 G net-
works has been proposed, with a particular focus on the role of network
slicing and heterogeneous application-specific security mechanisms
(Ericsson, 2017, p. 8).

4. Conclusions

The IoT poses new challenges for the Internet of the future. Real-time
transmission as well as spatially differentiated data collection are growing
in importance. The transition from a narrowband best effort Internet to a
multi-purpose Internet with active traffic management based on all-IP
broadband infrastructure with QoS differentiated bandwidth capacities
gains increasing relevance. All-IP broadband infrastructures endowed with
the Generalized DiffServ architecture function as General Purpose Tech-
nologies (GPTs) for applications and services driven by innovational
complementarities between Internet applications (e.g. search engines, PC
software) and traffic services (Knieps, Bauer, 2016, p. 45). The IoT
strongly enlarges the scope of applications and services. The entrepreneur-
ial development of heterogeneous virtual networks is driven by the re-
quirements of new markets for loT applications, such as microgrids,
shared mobility services and smart city concepts, requiring traffic archi-
tectures in an all-IP broadband network that provide stochastic and deter-
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ministic QoS guarantees (Knieps, 2017¢). The potentials of a GPT for ICT
based complementary innovations between traffic services and IoT based
applications should therefore not be hampered by network neutrality regu-
lation (Bauer, Knieps, 2018).
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